Reporting

Where does the information security function report
within businesses?

CIO/CTO 76%
Matrix 11%
Main board 8%
HR/Legal 5%
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Skill required

IT technical expertise

Business knowledge, acumen and analytics

20% 11%

Empathy for building strong relations with other business units

16% [JINEER 4%

Cybersecurity technical expertise
12% 10%

Knowing how to prioritise
65 14%

Creativity and innovation
o
People leadership

Consultative and guidance - based approach
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Cost efficiency
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Tenure

The average time a CISO is in their given role
at an organisation

52% 5 years plus
35% 2-5 years
12% 1-2 years

Why do you do it?

A clear vision of the CISO role inside the company

17% 37%
‘ A challenging role
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The ability to impact the business
18%

21%

Board and C-suite exposure

15% 6%

Top executive reporting
8% R s

The compensation package

15% (G 5

Most important

¢

Second most important Third most important

Performances

The CISO’s performance is measured as follows:

Quality and speed of incident response handling

Qualifications

Most common qualifications CISO’s have

ISO 27001

76% 59%

76% 60%

76% 58%
Compliance track record

59%
68% 58%
Reduction of incidents year-on-year
52%
63%
Overall number of incidents Honors degree
51% 12%
55% 17%
48%
Incidence of serious breaches
46%
54% 12%
Budget discipline
35%
47%
Multiple answers possible except for “None”
Total More than 5 years as an IT security 2-5 years as an IT security

Priorities

Assess & manage cyber security risks

technologies, solutions and providers

decision-maker in the company

22%

51%

North America

73%

LATAM

¢

Implement and manage security

decision-maker in the company

20%

Europe

Cis

¢

Manage my resources

20%

28%

APAC

Middle East
& Africa
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